WHO®OPMAIIMOHHAS TIAMSATKA
JUISI OBYYAIOIIAXCS JJISI PASMEIEHUS
HA OOUIHNAIBHBIX THTEPHET-PECYPCAX

C KaXabIM roI0M MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIbHUKU OHHU U3 CaMbIX
aKTHUBHBIX MoJb30BaTesel Pynera. Mexy Tem, IOMUMO OIPOMHOIO KOJIMY€ECTBA
BO3MOXKHOCTEH, MHTEPHET HeCeT U MpoOJieMbl. JTa MaMsITKa 10JDKHA TIOMOYb TeOe 0e30macHo
HaXOAUTHCS B CETH.

KommneroTepHsie BUpPYyCBI

KoMnberoTepHslil BUPYC - 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOrPAMM, OTJIMYMUTEILHON
0COOEHHOCTBIO KOTOPOH SIBJISETCS CIOCOOHOCTh K pa3MHOXKEHUIO. B nononHeHune k 3Tomy,
BHUPYCHI MOT'YT IMOBPEINUTD WM MOJHOCTHIO YHUUTOXKUTH BCe (Paiiiibl U TaHHBIE,
MOJKOHTPOJIbHBIE II0JIB30BATENI0, OT UMEHHM KOTOPOro Oblila 3alyllleHa 3apakeHHas IporpamMma,
a TaKkXKe MOBPEAUTh UJIU JJaXKe YHUUYTOXKUTh OIEPAl[MOHHYIO CUCTEMY CO BceMu (aiiamu B
1esnoM. B GonblIMHCTBE CilydyaeB pacpoCTPaHsIIOTCS BUPYChl YEPE3 HHTEPHET.

MeTonb! 3a1UThl OT BPEAOHOCHBIX IPOrPAMM:

1. Ucrione3yil COBpEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIN YPOBEHD 3aIIUTHI
OT BPEIOHOCHBIX IIPOrpamm;

2. IlocrosiHHO ycTaHaBIMBal nauTu (LMQPPOBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKU
YCTAHABIIMBAIOTCS C LIEIBIO JOPaOOTKU IPOrpaMMbl) U JIpyrue OOHOBIEHHS CBOEH
ornepannoHHoN cucteMmbl. CkaunBaii X TOJIBKO ¢ OQUIIHANIBHOTO caiita pazpadorunka OC. Eciu
CYIIECTBYET PEXKHUM aBTOMATUYECKOI0 OOHOBJICHNUS, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE IO/ TPaBaMH MOJIb30BATENs, a HE aJIMUHUCTPATOpa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MMPOTrPAaMM HUHCTAJLTUPOBATHCS HA TBOEM TIEPCOHAIBLHOM
KOMITBIOTEPE;

4. Vicnonb3yit aHTUBUPYCHBIE MPOrPAMMHBIE MPOAYKTHI H3BECTHBIX MPOU3BOIUTEIICH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3s;

5. OFpaHI/ILIB (bI/ISI/I‘IeCKI/Iﬁ JO0CTYIl K KOMIIBIOTECPY AJIA IOCTOPOHHUX JIUIL;

6. Mcnonp3yii BHEIIHNE HOCUTENN HH(GOpMAIUH, TaKhe Kak ¢JielKka, JUCK 1iu (ailn u3
UHTEpPHETA, TOJIHKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEpHBIE (haiiIbI, TOTYYEHHbIE U3 HEHASKHBIX HCTOYHUKOB. [lax e Te
(aiinbl, KOTOpBIE MPHUCIAT TBOK 3HAKOMBIN. JIydllle yTOUHU y HEro, OTIPABIISII JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He Buj nepeaayuun NaHHBIX, HE TEXHOJIOTHS, @ BCEro JHIIb OpeH, mapka. Eme B 1991
rojly HujepiaHJcKkas komnanus 3aperucrpuponaina Opena "WECA", uto 0603Havaio
cnoBocoueranue "Wireless Fidelity", koTopsrif mepeBoauTcst kKak "OecrpoBOAHAS TOYHOCTD .

Jlo Haliero BpeMeHH Joluia apyras abopeBuaTtypa, KOTopas sBJISIETCS TaKOM e TEXHOJIOTUeH.
Ot1o abOpesuarypa "Wi-Fi". Takoe Ha3BaHMEe OBLIO TAHO C HAMEKOM Ha CTaHAApT BHICIICH
3ByKkoBo# TexHuku Hi-Fi, yTo B mepeBojie 03HavaeT "BhICOKasi TOUHOCTh .

Jla, GecrimaTHBI HHTEPHET-IOCTYI B Kae, OTEISIX U adporopTax SBISETCS OTIIMYHON
BO3MOKHOCTBIO BBIXOJIa B HHTepHET. HO MHOTHE SKCIIepPTHI CUUTAIOT, UTO O0mIeaocTymHbie Wi-
Fi cetn He sBNsITOTCS 6€30MACHBIMU.



CoBeTbl 110 0€30MaCHOCTH PabOThI B 00MIEAOCTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro quuHyro uHpopmaruio uepe3 oduienocrynasie Wi-Fi cetu. Pabotas B
HUX, )KeJIaTeIbHO HE BBOAMTH MTAPOJIU JIOCTYIIA, JIOTUHBI U KaKHE-TO HOMEpa;

2. Ucnonb3yil 1 0OHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. Tem caMbIM Thl
o0e3omnacuiib ceds OT 3aKauKH BUPycCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢yskiuio "O6mmii noctym K daiaaM u npuHTepam’.
JlanHast QyHKIIHS 3aKPBITA 10 YMOJTYAHHUIO, OJTHAKO HEKOTOPHIE MOTH30BATEIIN AKTUBUPYIOT €€
JUIsl yoOCTBa MCIIONB30BAHUS B paboTe uin yueoe;

4. He ncnonb3yit myommunsiii WI-FI n1s nepenaun TUYHBIX TaHHBIX, HAIPEMEP JUTS BEIXO/1A B
COLMAJIBHBIE CETH WJIU B DJIEKTPOHHYIO I10YTY;

5. Ucnonb3yii Tonbko 3anmiieHHoe coeaunenue uepes HTTPS, a ue HTTP, 1.e. npu nabope
BeO-apeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone orkimoun pyHkuuto "Tlonkmouenue k Wi-Fi apromatuuecku". He
JIOIyCKail aBTOMAaTH4EeCKOr o MOAKII0YeHHs ycTpoiicTBa k ceraM Wi-Fi 6e3 TBoero coryacus.

ConpanabHbIE CETH

ConuanpHble CETH aKTUBHO BXOJIST B HAIIlY )KU3Hb, MHOTHE JIIOIU PabOTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yxke 3aperucTpupoBaH MIILIHAP YETIOBEK, YTO SBIISIETCS OAHON
CEbMOM BCEX JKHUTeNel miaHeTsl. MHOTHE MOJIb30BaTel He TOHUMAIOT, 4TO HH(OopMaIus,
pa3MelleHHas UMHU B COLIMATIbHBIX CETSIX, MOXKET ObITh HaliJieHa U MCIOJIb30BaHa KEM YIOJHO, B
TOM 4HCJIe HE 00513aTeIbHO C 0J1aruMu HAaMEePEHUSIMHU.

OCHOBHEBI€ COBETHI IO 0€30IIaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuysb CrUCOK Jpy3eil. Y Te0s B Ipy3bsAX HE TODKHO OBITH CIyYalHBIX U HE3HAKOMBIX
JTFOJIEH;

2. 3amumiail CBO 4acTHYO kH3Hb. He yka3biBail maposu, renedonsl, agpeca, JaTy TBOETO
POXKICHUS U APYTYIO JIUYHYIO HH(QOPMAIIHIO. 3II0yMBIIUIEHHUKH MOTYT UCIOJIb30BaTh JaKe
MH(GOPMALIUIO O TOM, KaK Thl U TBOM POAUTENH IUIAHUPYETE MPOBECTH KAHUKYIIbI,

3. 3amminai CBOIO penmyTaluio - IEpKU €€ B YUCTOTE U 3a/1aBail ce0e BOIPOC: XOTeN OBl THI,
YTOOBI JIpyTHe MOJIb30BATENN BUJIEIH, UTO ThI 3arpyskaemib? [logymail, mpexae uem 4To-To
OITy0JIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnut TBI TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACII, HE UCIOJB3YH CBOE PEalbHOE UMS U
JPYTYIO JINYHYIO UH(POPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4eObl U IPOYEE;

5. 36eraii pa3menienus pororpaduii B UHTEpHETE, 1€ ThI H300pakeH HA MECTHOCTH, 110
KOTOPOI MOKHO ONPEEIUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpaiiuu B COIUATBHON CETH HEOOXOUMO HCIIOJIb30BATh CJI0XKHBIE MapOJIH,
cocrosye U3 OyKB U (P ¥ ¢ KOJIMUESCTBOM 3HAKOB HE MeHee §;

7. Ans couuanbHOM CeTH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO UCIIOIb30BATh PA3HBIE MAPOIIH.
Torpaa ecnu Tebst B3710MalOT, TO 3JI0YMBIIUIEHHUKH MTOJIy4aT AOCTYI TOJBKO K OTHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI' U



:‘)J'ICKTPOHHLIG JCHBI'M - 5TO O4YCHb y,HO6HLII>'I crIocoo HJ'IaTe)KefI, OAHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IMOJYYHUTb 3TH ACHBI'U.

SHCKTPOHHBIG JCHBI'Y ITOABHUJINCH COBCEM HEAABHO M UMCHHO HM3-3a 3TOI'0O BO MHOT'MX
rocyaapCTtBax a0 CUX IMOP HC IMPOMUCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIIMOHUPYIOT U O HUX YK€ IPOIKCAHO B 3aKOHE, /1€ UX Pa3/AefioT Ha
HECKOJIKO BUJIOB - aHOHHMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peraeTcs NPOBOJUTH orepanuu 6e3 naeH THHUKAIUK 0JIb30BaTeNsd, a B
HEaHOHMMHBIX UJCHTU(UKAIMS [TOJTb30BATENS SIBJISAETCS 00513aTEIbHOM.

Tarxoke crnenyer pa3nuyaTh SJIEKTPOHHbIE (PMATHBIE JEHBIH (PaBHBI T'OCYJIaPCTBEHHBIM BAJIFOTAM)
Y 3JIeKTPOHHBIC He(pUaTHBIE IEHBIM (HE PaBHBI T'OCYJaPCTBEHHBIM BAIIFOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe ¢ ITEKTPOHHBIMU JIEHbIaMU:

1. ITpuBspku Kk cueTy MOOUIBbHBIN TenedoH. DTo caMblil yJOOHBIN U OBICTpBIH cr10CO0
BOCCTaHOBHTH JIOCTYI K cueTy. [IpuBsi3aHHbINi TeaedOH MOMOXKET, e€CJii 3a0y/IeIb CBOM
TJIATEKHBIN MTapOJIb UM 321 HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA,;

2. Ucnonw3yit ogHopa3oBbie napoiu. [Tocie nepexona Ha YCHICHHYIO aBTOPU3ALIMIO TeOe yKe
He OyZIeT yrpoXKaTh OMAaCHOCTh KPaXKu MJIM MepexBaTta IMIATEeKHOro maposis;

3. Bribepu cnoxHblil naposs. [IpecTynHukam 6yaeT He MpoCTo yraiaTh CI0KHBIN MapoJib.
HapnexHble naponu - 3To napoJii, KOTOpbIE COAEPKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOUHBIE U IPONHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK J0JIapa,
¢byHTa, BOCKJIMIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOiM CBOM JIMYHBIE JAaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSICLIb.
DJIEKTPOHHAsS TOYTA

DNeKTpOHHAs MOYTA - 3TO TEXHOJIOTHS U IPEOCTaBIIEMbIC €10 YCIIYTH M0 NEePEChIIKE U
MOJTYYCHHUIO HIICKTPOHHBIX COOOIIEHNUH, KOTOPBIE PACIIPECIISIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO 3JIEKTPOHHBIM MOYTOBBIH SNMK BBITJISIAT CIEAYIOMIUM 00pa3oM:
UMS_TIONIB30BATESI(@UMS_JTIoMeHa. Takke KpoMe Mepeiayy MPOCTOro TeKCTa, UMEeTCs
BO3MOXXKHOCTb IepeaaBaTh (hailisl.

OcCHOBHBIE COBETHI 110 0€30MacHOM paboTe ¢ 3IEKTPOHHON MOYTOM:

1. Hano BeIOpaTh NpaBUIIbHBIN IOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBII BBIOOP
OecCIUIaTHBIX OYTOBBIX CEPBHCOB, OJJHAKO JIyUllle JOBEPATh TEM, KOO 3HAelllb M KTO IEePBBIH B
pEWTHHTE;

2. He yka3siBaii B TMUHOM mouTe TuuHyr0 uHGopmanuio. Hanpumep, inydiie BEIOpaTh
"My3bIKaJIbHBIN (aHaT@" wim "pok2013" BMecTo "Temal3";

3. Ucnonp3yii ABYXATAHYO aBTOPHU3AIMI0. DTO KOTrJa TOMUMO NapoJjis HY)KHO BBOJIUTH KOJI,
MpHUChIIaeMbIii 1o SMS;

4. BeiOepu CIOXKHBIN Maposib. JIJ1st KaXA0ro MOYTOBOTO SIIKMKA JOJDKEH ObITh CBOM HaJACKHBIM,
YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecin ecTh BO3MOYKHOCTB HAIlMCaTh CAaMOMY CBOW JIMYHBIA BOIIPOC, UCIIOJIB3YH ATy
BO3MOXHOCTB;



6. Mcrionb3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [1epBbIil 111 YaCTHOM NMEpenucKy ¢ ajpecaTam,
KOTOPBIM ThbI JOBCPACIUID. 910 BHCKTpOHHBIﬁ aapec HE HAAO MCII0Jb30BATh IPU PErUCTpallii Ha
¢dopymax u caiitax;

7. He oTkpbIBail (aitasl U Apyrue BIOKEHUS B MUCbMaX, 1a)Ke €CJIM OHU MPUIIUTA OT TBOUX
npy3sei. Jlydine yTouHu y HUX, OTIPABISUIA JIU OHU TeOe 3Th (paiisisl;

8. [Tocne okoHuaHMs pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITHEM BKJIAIKH C CAHTOM He
3a0yab HaxXaTh Ha "BeridTu".

KubepOymuHT M BUPTYaJIbHOE H3AEBATENHCTBO

KubepOymmHr - mpecieoBanne COOOIEHUSIMH, COACPIKAIIMMU OCKOPOJIEHHUS, arPECCHIO,
3aIyTUBaHUE; XYJIUTAaHCTBO; COLMATbHOE OOHKOTHPOBAHUE C TIOMOIIBIO PA3TMUHBIX HHTEPHET -
CEpPBUCOB.

OcHOBHBIE COBETHI 110 00pbOE ¢ KNOEPOYIIMHIOM:

1. He 6pocaiics B 00ii. JIyummii cioco0: mocoBEeTOBATHCS KakK ce0si BECTH U, €CJIA HET TOT0, K
KOMY MOKHO OOpaTUThCS, TO BHaYalle YCIOKOUThCA. Eciy Thl HAUHENIb OTBEYATh
OCKOPOJICHUSIMH HAa OCKOPOJIEHUS, TO TOJBKO ellle O0bIle pa3oxiKellb KOH(INKT;

2. YpaBisiidi cBoel Kubeppernyraiuei;

3. AHOHUMHOCTb B ceTH MHUMasl. CyIIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCcTH XYJIMIaHCKUK 00pa3 BUPTyaJibHOM kxu3HU. IHTEpHET (PUKCUPYET BCE TBOU
NEHCTBUS U COXpAHSET UX. Y IaUTh UX OyIeT KpailHe 3aTPyAHUTEIHHO;

5. CoGmnronaii cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii ennHUYHBINA HeratuB. OAHOPAa30BbIe OCKOPOUTEIHHBIE COOOIIIEHUS JTydIlIe
urHopupoBaTh. OOBIYHO arpeccus MpeKpamaeTcsi Ha Ha4yaabHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIIICHUSMU, B COIIMAIBHBIX CETSIX
€CTh BO3MOKHOCTb OJIOKUPOBKH OTIPABKH COOOIICHUM C ONpeIeICHHBIX aJIPECOB;

8. Ecnu TbI cBUeTenb kuOepOysumHra. TBOM eiCTBUS: BBICTYIUTh IPOTHB IIPECIeloBaTeNs,
1oKa3aTh EMY, UTO €ro JeWCTBUS OIlEHUBAIOTCS HEraTUBHO, MOJIEPKATh KEPTBY, KOTOPO
HY’>KHA IICUXOJIOTHYECKasi TOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MMOBEICHHUS B
CeTH.

MoOuibHbI TenepoH

CoBpeMeHHbIe cMapT(HOHBI U IIJIAHILIETHI COAEP)KAT B ce0e BIOJIHE B3POCblid (YHKIIMOHAM, U
TEerepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMHU KOMIIbIoTepaMu. OJHAaKO, CPE/ICTB
3aUTHI 17151 TOJ0OHBIX YCTPOICTB MOKa O4€Hb Majio. TecTUpoBaHNE U TOUCK YSI3BUMOCTEH B
HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak 11 [1K, To jxe camoe kacaeTcs 1 MOOMIIbHBIX
MPUIIOKEHUH.

COBpeMeHHLIe MOOUIbHBIE 6pay3epLI YKC MMPAKTUICCKU JOTHAJIN HACTOJIbHBIC aHAJIOTH, OAHAKO
pacmmpenre QyHKIIMOHANIA BIEUET 3a COO0H OOIBIIYIO0 CIOKHOCTh U MEHBIIIYIO 3aIIUIIIEHHOCTb.

IIaJ'IEKO HC BCC MPOU3BOJUTEIIN BBIITYCKAIOT O6HOBJ'I€HI/I$I, 3aKpbIBAIOIINEC KPUTUYCCKUEC
YA3BUMOCTHU JJIsI CBOUX YCTpOﬁCTB.



OCHOBHEBIE€ COBETHI JJIA 0€3011aCHOCTH MOOHMIILHOI'O Te.]'[e(i)OHaZ

Huuero He sBIIsIeTCs MO-HACTOSIIEMY OecIIaTHBIM. ByIb OCTOpOXKEH, Bellb Korja Te0e
MpeiaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHWE-TO MJIATHBIC YCIYTH,

Hymaii, npexxje ueM otrpaButh SMS, ¢poto unu Buaeo. Thl TOUHO 3HAEIIb, I1€ OHU OYIyT B
KOHEYHOM HUTOre?

Heobxonrmo 0OHOBIISITE ONEpallMOHHYI0 CHCTEMY TBOETO cMapT(doHa;
Hcnonb3yil aHTUBUPYCHBIE TPOrpaMMBbl /111 MOOUJIbHBIX TeIe(OHOB;

He 3arpy>1<a171 IPUITOKCHUS OT HCU3BCCTHOI'O UCTOYHHKA, BEAb OHU MOI'YT COACPIKATDH
BpCAOHOCHOC IMMPOrpaMMHOC O6CCHC‘I€HI/IC;

[Tocie Toro kKak Thl BBIAIEIIB C CaiiTa, e BBOANII JIMYHYIO HH(OPMAIIHIO, 3aliT1 B HACTPOHKHU
Opay3epa u ynanu cookies;

[Iepunonnuecku npoBepsiil, KakKe IIATHBIE YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOif HOMEp MOOMJIBHOTO Teae(OHA TOJIBKO JIFOISIM, KOTOPBIX Thl 3HAEIIb U KOMY
JI0BEpsiellb;

Bluetooth momken ObITH BBIKIIIOUEH, KOTIa Thl UM HE MoJib3yembes. He 3a0b1Bait nnorma
MIPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUYHbBIE, 3aXBATHIBAIOIUE Pa3BICUEHUs, 00 bEIUHSIIOLIIE
COTHH THICSY YEJIOBEK 10 BCeMy MUPY. IrpokH HccaenyroT TaHHbIM UM MUD, O0IIAIOTCS APYT €
JPYroOM, BBIIIOJIHAIOT 33[JaHUs, CPAXKAIOTCSI C MOHCTPaMH U MOJIy4atOT OMBbIT. 332 yIOBOJIBCTBUE
OHHU IIJIATAT: TOKYMAIOT JHCK, OTJIAYMBAIOT A0OHEMEHT WM MPUOOPETAIOT KAKHE-TO OIIIHH.

Bce 3Tu cpenctBa uayT Ha oiep;KaHue U pa3BUTHE UTPHI, @ TAK)KE HA caMy O€30MaCHOCTb:
COBEPILIEHCTBYIOTCSI CHCTEMBI aBTOPU3ALIMH, BBIITYCKAIOTCSI HOBBIE NMAaTYH (L{IU(PPOBBIE 3aIIaATKH
JUISL IPOTPaMM ), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO)IO6HI)IX HUrpax CTOUT OIlaCaTbCA HE CTOJIbKO CBOUX COIICPHUKOB, CKOJIbKO KpaXXu TBOCTO
ImapoJei, Ha KOTOPpOM OCHOBAaHa CHUCTEMaA aBTOpU3allun 0OJBIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30ITaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecniu npyroii urpok BeaeT ceds TI0X0 WM co3/1aeT Tebe HeMPUsTHOCTH, 3a0JI0KUPY i ero B
CIIMCKE UTPOKOB;

2. HO)KaHYﬁCH AJIMUHUCTPATOPAM UI'PbI Ha IJIOXOC ITOBEACHUE 3TOI'O UT'POKA, KCJIATCIIbHO
IIPUITIOKUTH KaKUC-TO A0KA3aTCJIbCTBA B BUAC CKPHUHOB,

3. He yka3biBaii 1MuHy0 HH(pOpMAIHIO B Ipodaiiie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB I10 UIPE;

5. He yctanaBnuBaii HeouIuaabHbIE MATYU U MOJIBL;

6. Vcnionb3yii cioxHbIE U pa3Hble MapoJIy;

7. Jaxe BO BpeMsl UT'Pbl HE CTOUT OTKJIOYATh aHTUBUPYC. [I0Ka Tl Urpaeilb, TBOM KOMIIBIOTED
MOTYT 3apa3HThb.



DUIIMHT UIIN Kpaxxa JIMYHbIX JaHHbIX

OOBIYHOM Kpaskel JeHeT M IOKYMEHTOB CEroJHs YK€ HUKOTO He YJUBHIIb, HO C PA3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIIIEHHUKH MEPEMECTUIIMCH B UHTEPHET, ¥ MPOAODKAIOT
3aHUMATHECA "JTFOOMMBIM" JTEJIOM.

Tak nosiBHIIaCh HOBasl yrpo3a: HHTEPHET-MOIICHHUYESCTBA WU (PUIINHT, TJIABHAS [1€]b KOTOPOTO
COCTOUT B TIOJy4ECHUU KOH(PHUICHIIUATBHBIX JAHHBIX ITOJIb30BATENICH - JIOTHHOB | mapoJeil. Ha
aHTIUiicKoM si3bIKke phishing yntaercs kak ¢umuHT (ot fishing - peiOHas nosus, password -
apoJib).

OcCHOBHBIE COBETHI 110 0OpHOE C PUILTMHTOM:

1. Cnenu 3a cBonM akkayHTOM. Eciti ThI moio3peBaeliib, 4To TBOSI aHKeTa Oblila B3JIOMaHa, TO
HE00XO0IMMO 3a0JIOKHMPOBATH €€ U COOOMIUTE aIMUHICTPATOpaM pecypca 00 3TOM KaK MOKHO
CKOpeEe;

2. I/ICHOHBSyﬁ Oe3omacHbIe Be6-caI>'ITI>I, B TOM YUCJIC, MHTCPHCT-MAlra3nHOB U ITOUCKOBBLIX CUCTEM,

3. Ucnomnp3yii crnoxkHble U pa3Hble mapoiu. Takum o6pa3oM, eciu TeOs B3IOMAIOT, TO
37I0YMBIIUICHHUKH MOJTy4aT JOCTYI TOJBKO K OIHOMY TBOEMY IMPO(MUIIIO B CETH, a HE KO BCEM;

4. Ecau Te0s B3JIOMaJId, TO HeO6XO,[[I/IMO npeaynpeauTb BCCX CBOUX 3HAKOMBIX, KOTOPbIC
,[[06aBJ'IeHI>I y T€0s B ApPYy3biX, O TOM, UTO Te0s B3I0MAJIN K, BO3BMOXXHO, OT TBOCTO UMCHHU 6yz[eT
pacChllIaThCA CllaM U CChIJIKM Ha q)HIHI/IHFOBI)IG CafITLI;

5. YcranoBu HanexHblil naposis (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKII0UM COXpaHEeHHe Mapods B Opaysepe;

7. He oTkpbiBaii (haiisiel ¥ [pyrue BIOKEHUS B MUChMaX, JaK€ €CJIM OHU MPUILIH OT TBOUX
npy3ei. Jlydme yTouHu y HUX, OTIPABIISUIHA JIM OHU Tebe 9Th (paitiibl.

Hudporas pemyTramms

udposas pernyTtaius - 3T0 HeraTUBHAs UM MMO3UTUBHAS HH(OpMalUs B ceTu o Tebe.
Komnpometupyromias undopmanius, pa3MerieHHas B UHTEpHETE, MOKET cephe3HbIM 00pa3zomM
OTpa3HUTHCS HA TBOEH peanbHOM xu3HU. "LludpoBas penyTamus” - 3T0 TBOH UMUK, KOTOPBIN
(dopmupyercs U3 UHGopMalK 0 Te0e B UHTEPHETE.

TBoe MecTo )KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MTOJIOKEHUE, OCOOEHHOCTH XapaKkTepa U
paccka3bl 0 OJIM3KHUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue noapocTKH JIEFKOMBICIIEHHO OTHOCATCS K MyOJMKALMU JUYHOM MHPOPMALIUY B
WuTepHere, He MOHMMas BO3MOXKHBIX MTOCIEACTBUI. ThI Jjake He CMOXKEIIb J0raaaTbes O TOM,
410 oTorpadus, pazMelieHHas 5 jeT Hazal, cTaja MPUUYMHON 0TKa3a MPUHSATH TeOs Ha paboTy.

KomMeHnTapuu, pasmenienue TBoux (Gotorpaduii u aipyrue eicTBUS MOI'YT HE HCUE3HYTh JJaXKe
[I0CJI€ TOT'0, KaK Thl UX YAAIHUIIb. Thl HE 3HACIIb, KTO COXPAHWI 3TY MH(POPMALIUIO, TToMaja JI1
OHa B ITOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a [JIABHOE: UTO MOyMAaIOT O TeOe
OKpY’KaloIllye JIt0/IU, KOTOpbIe HailAyT U yBuAAT 310. Halith nHdopmanmio MHOTO JIET criycTs
CMOXET JI000H - KaK U3 JOOPBIX MOOYXKACHUH, TaK U ¢ HAMEPEHUEM IPUYUHUTH Bpel. DTO
MOXXET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 110 3aIIuTe UPPOBOIl penyTanuu:



1. [Togymaii, mpexae 4eM 4To-TO MyOIMKOBaTh U NepeaaBath y ceds B 6J10re UM B COIIMAIBHOM
ceru,

2. B HacTpoiikax npo¢uiist yCTAaHOBU OTpaHUYEHHS Ha IPOCMOTP TBOEr0 NPo(uIs 1 ero
COAEP>KUMOTr 0, cIIeJIall €ro TOJIBKO "1t apyseit”;

3. He pa3memaii u He yKka3bIBail HHPOPMAIHIO, KOTOPAst MOXKET KOT'0-THO0 OCKOPOJISITh HIIH
O0OMXKAaTh.

ABTOpCKOE NTPaBo

CoBpeMeHHbIe IIKOIBHUKH - aKTUBHBIE MTOJIb30BaTeNU U (POBOro npocrpancTsa. OqHaKko
JlaNieKo He BCE 3HAIOT, YTO MOJIb30BAaHNE MHOTMMH BO3MOXHOCTSIMH ITU(GPOBOro MUpa TpeOyeT
COOJIIOICHUS TIPAB Ha MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "nHTENIEKTyalbHAas COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauMHasl ¢ HOBBIX U300 PETEHUI U 3HaKOB, 0003HAYAIOLIMX COOCTBEHHOCTh
Ha MIPOAYKTHI M YCIIYTH, U 3aKaHYMBasi KHUTaMU, poTorpadusiMu, KuHOGUIbMaMu U
MY3bIKaJIbHBIMHU TPOU3BEIEHHUSIMU.

ABTOpCKHE IIpaBa - 3TO IIPaBa Ha UHTEIUIEKTYalIbHYIO0 COOCTBEHHOCTh Ha IPOU3BEACHUS HAYKH,
JUTEPATYPhl U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYINAIOT B KAYECTBE T'ApaHTHH TOr' 0, 4YTO
MHTEJIEKTYaJIbHBINA/TBOPYECKUN TPY/ aBTOpa He OyAET HallpacHbIM, JaCT €My CIPaBeIUBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro Tpy/ia, HOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro Ge3 pa3perieHus: aBTopa HE MOXKET BOCIPOU3BOAUTD €0 IPOU3BEIEHUE, PACIPOCTPAHSATh,
yOJIMYHO JIEMOHCTPUPOBATh, IIPOJIaBaTh, UMIOPTUPOBATH, ITyCKATh B IIPOKAT, IMyOJIUYHO
UCIIOJIHATH, TOKa3bIBaTh/UCIOIHATE B 3(upe nin pa3meniats B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” nporpaMMHOro 00ecredeHmsl MOKeT IPUBECTH K MHOTUM
pHCKaM: OT IOTEPH JAaHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKH TBOETO yCTPOMCTBA, T
YCTaHOBJICHA HeJleraibHasl mporpaMMa. He ctonT Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETabHbIE
1 OeCIIaTHBIE MPOrPaMMBbl, KOTOPHIE MOYKHO HAWTH B CETH.

O noprasne

CeTeBUYOK.pd - TBOU TTIABHBII COBETUYMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATH O O€30MaCHOCTH B
CETH MOHSATHBIM U JIOCTYITHBIM SI3bIKOM, & IIPU BOZHUKHOBCHUU KPUTHYECKOM CUTYaIHH
00paTUTHCS 32 COBETOM. A TaKkKe IMPUHATH y4acTHe B KOHKYPCaX M CTaTh CAMBIM LU(PPOBBIM
rpaxaaHuHoOM!



